
Security Solutions are only effective when properly configured, deployed and 
managed.  Endpoint Armor’s Managed Security Service offerings powered by 
Palo Alto Networks ensure that security solutions are set up with the most 
effective baselines and regularly maintained to provide adaptive security best 
practices for an organization.  Endpoint Armor’s Managed Security Services 
reduces organizations’ overhead in deploying and maintaining highly effective 
cybersecurity defenses.  
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Description TMS dedicated to a single entity, managed by 
End-User or EndPoint Armor.  Designed for 
larger deployments.  Full visibility and access 
to TMS console, with EndPoint Armor 24x7 
support and management.

Cloud

Per Endpoint Subscription

Monthly Subscription Model with Setup Fee | 1, 2, 
and 3-year Terms

24/7 Support 

50,000 Endpoints per TMS

Dedicated TMS

EndPoint Armor/Customer (co-management)

Provider-Managed TMS
Maximum 50 Endpoints per Entity Addresses 
SMB Market
TMS Managed by EndPoint Armor

Cloud

Per Endpoint Subscription
Endpoint Armor Owned

Monthly Subscription Model with 
Setup Fee | 1, 2, and 3-year Terms

24/7 Support 

Up to 50 Endpoints per Entity 

Multi-Tenant MTMS

EndPointArmor

Deployment

EndPoint Limitations

TMS Management

Licensing

Cost Model

Support

•  Extremely Rapid Deployment Capability
•  Remote deployment and management of Palo Alto Networks Next Generation Firewalls
•  Options for physical appliances, virtualized appliances and cloud-delivered services
•  Highly scalable with multi-location deployment capabilities 
•  Best Practices setup including Active Directory, UserID, SSL Decryption, GlobalProtect VPN
•  Pre-configuration of Firewall for easy plug-n-play implementations
•  24x7x365 support and management
•  Includes all necessary Palo Alto Networks hardware, subscription licensing and support
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•  Cloud-Based rapid deployment of Palo Alto Networks Traps Advance Endpoint Protection
•  Highly scalable with global deployments supported
•  No endpoint or end-user minimum requirements; easily add endpoints at any time
•  Replaces legacy and ineffective AV products
•  24x7x365 support and management
•  Includes all necessary Palo Alto Networks subscription licensing and support

PALO ALTO NETWORKS 
TRAPS

PALO ALTO NETWORKS 
FIREWALLS
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TRAPS ADVANCED 
ENDPOINT PROTECTION 

MANAGED SERVICE

NEXT GENERATION 
MANAGED FIREWALL 

SERVICE

Includes Traps Advance Endpoint 
Protection subscription licensing 

and premium support

Traps Management Service Setup

Remote Endpoint Deployment

Agent Upgrades

Profile and Policy Maintenance

Consulting, Troubleshooting, 
Problem Resolution

Periodic Best Practices Analysis 
of TMS configurations

Log Forwarding and Email Threat 
Alerting

Flexible endpoint license counts 
and purchase options available

Includes Firewall, all required 
security subscriptions and 

premium support

Best Practices Setup Including 
UserID, SSL Decryption, 

GlobalProtect VPN

Security Policy Implementation, 
Management, and Updates

Feature Management

Mobile Device Protection

Consulting, Troubleshooting, and 
Problem Resolution

Periodic Best Practices Analysis 
of Next-Generation Firewall 

Configurations

Log Forwarding and
Email Alerting

**Note:  Customer is responsible for Public 
Cloud infrastructure costs




